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Global Banking School Anti-Spam and Anti-Virus Policy 

 

1. Policy Statement 

1.1. Global Banking School (GBS) recognises the vital role information technology plays in 

GBS missions as well as the importance in an academic environment of protecting 

information in all forms. ICT facilities are primarily provided to enable students and staff 

to perform their duties and to better conduct the business of GBS.  

 

2. Purpose  

2.1 The purpose of this policy is to ensure that all staff, students, visitors, or any individual 

using GBS systems are aware of their responsibilities in relation to safeguarding the 

confidentiality, integrity, and availability of data and software within GBS.  

 

3. Scope 

3.1 This policy applies to: 

− All full-time, part-time, and temporary staff employed by, or working for or on behalf 

of GBS 

− All students studying at GBS 

− Contractors and consultants working for GBS 

− All other individuals or groups, including visitors, who have been granted access to 

GBS ICT facilities. 

 

3.2 Every individual defined within the scope of this document is responsible for the 

implementation of this policy whilst operating any IT equipment to access any of GBS 

systems. 

 

4. Anti-Spam and Anti-Virus Checks  

4.1 GBS will apply many anti-spam and anti-virus checks to incoming email. These checks 

are applied at the GBS mail relays, through which most of our incoming mail passes. 

 

4.2 Local Blacklists 

4.2.1 The address and name of the sending system is looked up in a local blacklist and the 

message is rejected if there is a match. 

 

4.3 Public Blacklists 
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4.3.1 The address of the sending system is tested against various public blacklists. These 

blacklists have been chosen because they are known to be effective, have a 

reputation for few false positives (that is mistaken listings), have suitable listing 

methodologies, and provide good information on why particular addresses have been 

blacklisted. We use three public blacklists. 

 

4.4 Whitelisting 

4.4.1 If a blacklisted site needs to get mail through to us, we will generally expect them to 

fix the problem that lead to their being listed and delist themselves. 

 

5. Intrusion Detection Architecture 

5.1 Stage 1 Anti-virus checking 

5.1.1 All messages are scanned for viruses, worms, etc., using our chosen Tier 1 Anti-virus 

software. If a virus is detected which appears on a list of those known to forge sender 

addresses, the message is simply discarded, as rejecting it would cause an error 

message to be sent to an innocent third party. Otherwise, the message is rejected. 

 

5.2 Stage 2 AV checking: Second tier AV 

5.2.1 Messages that make it past Tier 1 AV are then scanned using an open-source Tier 2 

anti-virus scanner, which can pick up some malware that Tier 1 provider does not 

(and vice versa). It also can detect some classes of "phishing" messages (malicious 

messages attempting to fool victims into entering their financial details into bogus 

websites). 

 

5.3 Tier 2 AV scanner website 

5.3.1 The use of two virus scanners makes the service more robust. One or the other can 

go down, and messages can still be allowed through with confidence. Since they will 

update their signature databases with different frequencies and timeliness, this will 

also tend to narrow the window of vulnerability where a new virus can sneak in before 

signatures for it are available. 

 

5.4 Spam filtering with SpamAssassin 

5.4.1 SpamAssassin is a popular open-source software package which applies a variety of 

textual and other tests to messages in order to estimate the likelihood that they are 

spam. This likelihood is represented as a number, the spam score. SpamAssassin 
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assigns a score to each message it sees, which can subsequently be used to 

determine the message's disposition.  

 

5.4.2 SpamAssassin is run on the main GBS mail relays. It scans all messages coming into 

the mail relays from networks outside of GBS. It adds headers to a scanned message 

containing indications of the spam score assigned to it, and the mail system then 

continues processing the message as normal. 

 

5.5 Thresholds 

5.5.1 The main control over the spam filtering is a number called the threshold. Messages 

rated with a score equal to or greater than the threshold are filed in the likely spam 

folder; messages rated less than the threshold are not affected and will be delivered 

to your inbox (unless there are subsequent filtering rules in place which might affect 

it). 

 

5.5.2 At any given threshold there is always a chance that a spam message is filed in your 

inbox (a false negative) and a chance that a non-spam is filed in the likely spam folder 

(a false positive). If you increase the filtering threshold, the chance of false negatives 

increases, so more spam gets through to your inbox. At the same time, the chance 

of false positives decreases, so less non-spam mail is filed along with the spam. 

 

5.5.3 Where the threshold should be set depends on the sort of email that each user 

receives. If you receive mail that tends to score highly, such as HTML-formatted 

newsletters, commercial announcements, and so on, you may prefer a higher 

threshold to allow this mail through to your inbox while accepting that a higher amount 

of spam will get through with it. If you receive only relatively "clean" mail, you may 

prefer a lower threshold. You may also prefer a lower threshold if you are prepared 

to check your likely spam folder often, while a higher threshold would allow you to 

check it less often. 

 

6. Monitoring and Review 

6.1 This policy may be amended by GBS at any time and will be reviewed annually to ensure 

it is fit for purpose. Any issues related to the monitoring and review of this policy, please 

contact asqo@globalbanking.ac.uk. 

 

7. Data Protection and Confidentiality 

mailto:asqo@globalbanking.ac.uk


 

8 

GBS Anti-Spam and Anti-Virus Policy   

7.1 GBS is registered with the Information Commissioner’s Office as a Data Controller. Details 

of the School’s registration are published on the Information Commissioners website. 

GBS as a Data Controller shall implement appropriate technical and organisational 

measures to ensure that processing of personal information is performed in accordance 

with the UK General Data Protection Regulations (UK GDPR) and under the Data 

Protection Act 2018 (DPA).  

 

7.2 The UK GDPR and DPA regulates the use and storage of personal information (i.e., any 

information which identifies a living individual) on computing systems. It is the user’s 

responsibility to ensure that their information and computer usage complies with this law. 

Failure to do so could result in criminal charges being brought against both you and GBS. 

 

8. Alternative Format 

8.1 This policy can be provided in alternative formats (including large print, audio and 

electronic) upon request. For further information, or to make a request, please contact: 

 

− Name: Welfare Management Team 

− Position: Welfare Officer/Manager 

− Email: welfare@globalbanking.ac.uk  

 

 

https://ico.org.uk/ESDWebPages/Entry/ZA025342
mailto:welfare@globalbanking.ac.uk

